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Type Punning

● Wikipedia:  In computer science, type punning is a common 
term for any programming technique that subverts or 
circumvents the type system of a programming language 
in order to achieve an effect that would be difficult or 
impossible to achieve within the bounds of the formal 
language. 

● ===> an interpretation: Circumventing the type system to 
access the same memory location through different types.
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Why this talk ?

● It all started when reading this article from Andreas Fertig back in early 
March 2025, together with a static checker suggesting to reduce on 
the use of reinterpret_cast.

● https://andreasfertig.com/blog/2025/03/the-correct-way-to-do-type-pun
ning-in-cpp/ :
– What ?
– I was not aware of that (since I hardly or never use reinterpret_cast, but 

after quick look, this was present in our codebase)
– Most colleagues/friends were also not aware of that
– Even some C++ experts learned about this late in their career
– Even Jason Turner is having discussions to have people realize the 

problems of this
● Tools are becoming available

https://andreasfertig.com/blog/2025/03/the-correct-way-to-do-type-punning-in-cpp/
https://andreasfertig.com/blog/2025/03/the-correct-way-to-do-type-punning-in-cpp/
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Why this talk ?
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Reinterpret_cast: Trust me ...

● https://www.youtube.com/watch?v=V9qTsDg-RPo&list=RDV9qTsDg-RPo&start_radio=1


https://www.youtube.com/watch?v=V9qTsDg-RPo&list=RDV9qTsDg-RPo&start_radio=1
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Memoirs

● We are a published author, writing the memoirs of 2 
variables called ‘foo’ and ‘bar’
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Memoirs

● Foo
– Was born in 2008
– Had a most glamorous life
– Died in 2015

● Bar
– Was born in 2012
– Had a regular life
– Died in 2015
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Lifetime

● So our variables/objects had a lifetime
– They came into existence (started their lifetime)
– They died (stopped their lifetime)

● No object, can have a life without these 2 steps
● During their lifetime an object occupies some memory
● At a given memory location only 1 object can live
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Naive Random Allocator

● Let’s create a silly allocator, which puts an object at a 
random location (ensuring nothing lives there already)

● int i1, i2
● bool b1, b2
● char c1, c2
● std::array<char, 5> ca
● float f1, f2

i1 i1 i1 i1 i2

i2 i2 i2 c2

f1 f1 f1 f1

b1 c1

b2 ca

ca ca ca ca

f2 f2 f2 f2

i1 i1 i1 i1 i2

i2 i2 i2 c2

f1 f1 f1 f1

b1 c1

b2 ca

ca ca ca ca

f2 f2 f2 f2
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Alignment 
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Alignment 
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Alignment

● So an object of a certain type can not just live anywhere
– char → any byte in the memory is ok
– int → needs to live at an address which is a multiple of 4

● So if we would have an array of chars, they can live 
anywhere (alignment of array → alignment of an element)
– But if we would then look at this array and say, those 4 bytes in 

there, well let’s consider those to be an int (reinterpret_cast)
● ¾ are wrong => UB

x xx x
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UB due to incorrect alignment 

● We already have UB on line 12, even before we would try 
to use the pointer

● UBSAN spots this, but somehow not in the case our array 
would be of size 4, both cases are UB
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UB due to incorrect alignment 

● We will come back to this example, presenting a 
solution
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Current problems of 
reinterpret_cast

● alignment
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Alignment OK 

● In the next examples, the alignment will be ok, we will be working with 
a float and an int.

● We have an int, and want to reinterpret the bits of it as a float, or the 
other way around

● Same size, same alignment

● => that part of UB is already avoided … but ...
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Strict Aliasing

● Aliasing: more than 1 name (pointer / reference) refers to 
the same address
– Remember only 1 object can life at a give location

● Strict Aliasing: only pointers of the same type can point to 
the same object
– Same type: and some minor variations (cv, (un)signed, ...)
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Strict Aliasing

● Line 8 : store 242 at location pointed 
to by i

● Line 9: store 0.0 at location pointed to 
by f

● Line 10: read the value at i ==> 242
– And return it → so we return 242
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Strict Aliasing: Please optimize

● Line 8 : store 242 at location pointed 
to by i

● Strict aliasing
– Float != int

● So the value at i can not change after 
 line 8

● So no need to read it out again, we 
know we can just return 242
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Strict Aliasing: But …… bad ...

● What will be printed out, we violated strict aliasing ?
– 0
– 242

Debug Release

gcc 0 242

clang 0 242

Debug Release

gcc 0 242

clang 0 242
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Strict Aliasing

● Violating Strict Aliasing is UB
● Compiler assumes UB can not occur
● Compiler uses this to optimize
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Current problems of 
reinterpret_cast

● Alignment
● Strict Aliasing
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Lifetime

● There are more issues with reinterpret_cast
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reinterpret_cast: UB 

● Line 10 is still ok
● UB is at line 11: *f

● Remember, when using an object, it needs to have started it’s lifetime
● Nowhere a float started it’s lifetime, there is no float object alive in this code
● But the program seems to work correctly …
● UBSAN does not complain
● With UB anything can happen (even acceptable results …)
● Trying to verify with consteval, does not work since reinterpret_cast is not constexpr
● Strict aliasing also does not agree ...
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UB detector : constexpr

● C++26
– static_cast<void*> 

constexpr

● The static_casts are still ok, no UB yet
● But the moment we dereference and think we can interact 

with a float object (which does not exist) we hit UB
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UB detector : constexpr
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UB detector : constexpr
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Wait a minute, I am smart 

● The union trick
● C ↔ C++
● UB: access to non 

active member of union

● constexpr float fl = BadUBwayFloat2Int(1.5f);
● Again the outcome seems correct (in case not constexpr, so it compiles and runs)
● Lets have a look at the compiler complaints

– Gcc14
– Clang21
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Compiler says no
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Now what ? 

● So a lot of code in production is actually UB
● So how should it be done ?

– Pre c++20
● memcpy

– C++20 and later
● bit_cast
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Pre c++20: memcpy
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Oh no … memcpy …

● Compilers know about this, and optimize, they are 
smart 
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Oh no … memcpy …

● Compilers know about this, and optimize, they are 
smart 
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c++20: bit_cast

● Both types have the same size
● Both types are trivially copyable
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Let’s have a look

● Compilers know about this, and optimize, they are 
smart 
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Let’s have a look

● Compilers know about this, and optimize, they are 
smart 
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Size

● Size matters
– Size of int
– Size of my struct/class
– …

● What is the size of ‘my struct’ ?
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Sizes and padding

● What are the sizes and alignment of the following structs ?

● Alignment struct = = max(alignment members)

● 10 != 16
● 10 != 12
● 1000 != 1200
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Sizes and padding

● 4 bytes for x
● 1 byte for a
● … y has alignment of 4, so it can only 

start 3 bytes after a => gap of 3, aka 
padding of 3 bytes

● 4 bytes for y
● 1 byte for b
● ==> that would total to 13, but ...
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Sizes and padding

● Next to internal padding there is also 
padding at the end

● Why ?
– Arrays : S1 foo[2];
– The second element can only start at an 

alignment of 4, meaning 3 bytes after the 
‘core 13’

– This padding at the end is part of the size of 
the type => size of 16
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Sizes and padding

● 4 bytes for x
● 1 byte for a
● 1 byte for b
● … y needs has alignment of 4, so it can 

only start 2 bytes after b => gap of 2, aka 
padding of 2 bytes

● 4 bytes for y
● ==> total 12
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Sizes and padding

● 4 bytes for x
● 4 bytes for y
● 1 byte for a
● 1 byte for b
● 2 bytes padding at the end
● ==> total 12
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What are the values of the 
padding bytes ?
● Unknown
● You should not ask that question !
● Compare with care

– <=> is your friend
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Is there padding in my struct ?

● std::has_unique_object_representations_v<T>
– If there is padding it will say true
– But can say true even when no padding

● It’s purpose: This trait was introduced to make it possible 
to determine whether a type can be correctly hashed 
by hashing its object representation as a byte array. 

● eg.: float (multiple representations of NaN)
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Sizes and padding: reflection
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Sizes and padding: reflection

● https://godbolt.org/z/9nosan7fs
● Padding byte is a -1
● Index of member

https://godbolt.org/z/9nosan7fs
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Sizes and padding: reflection

● Let’s turn this into a padding detector : first step, only suited 
for our S1-S4 examples (not yet ready for inheritance, 
public/private/protected, …) -- will come in the future ….
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Question

● If I want to serialize my struct, do I include 
the padding bytes ?
– Yes: 

● Simple
● Waste of bandwidth

– No
● now what ?
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Recap

● Alignment
● Size
● Padding
● Lifetime
● reinterpret_cast quickly results in UB

– Solutions:
● std::memcpy
● std::bit_cast
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Questions

● We saw the fix for “reinterpreting” a scalar, built-in type
● What with an array of things ?
● What with an array of bytes (coming from a file, or the network), 

where we know, that those bytes are:
– A certain struct (eg our S1)
– An array of things:

● Array of ints
● Array of S1s

– std::bit_cast can not help
– std::memcpy, this will probably be actual copies this time, the power 

of compilers have limits
● Aka deserializing
● We will ignore endianness for simplicity
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Working example – UB … works ...
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Working example – memcpy
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No copy please

● Avoid the copy
– Compilers again may notice what we are doing and no copy 

happens
● Efficient solution please
● std::start_lifetime_as, std::start_lifetime_as_array

– Still not available (end of 2025) in neither of the 3 major 
compilers (gcc, clang, MSVC)

– But … is in gcc trunk (November 2025)→ should be in gcc16
– Clang trunk (March 2026) → should be in clang 23

● But first the std::memmove trick
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No copy please: memmove trick

● Since c++20 some methods are blessed and start lifetime (malloc, 
memcpy, memmove, …)

● Let’s memmove to ourselves
– Use return value

● So no std::launder needed
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C++23

● std::start_lifetime_as
● std::start_lifetime_as_array
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start_lifetime_as

● Will start the lifetime of something (eg. array of bytes), as 
something else (eg a Coordinate):
std::start_lifetime_as<Coordinate>(buffer)

● Destructive, the old thing is no longer there, it is now the 
new thing
– Remember strict aliasing

● Compilers again optimize, so no copying occurs
● Still requires that alignment requirements are fulfilled!
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No copy please
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No copy please
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Previous 2 slides ...

● What was wrong ?
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No copy please
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Let’s check if alignment ok

● https://godbolt.org/z/3oz3ExPGG

https://godbolt.org/z/3oz3ExPGG
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Let’s check if alignment ok

● https://godbolt.org/z/3oz3ExPGG

https://godbolt.org/z/3oz3ExPGG
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Coming back on bit_cast

● Does not require alignment
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No std::start_lifetime_as yet ?

● Implement it yourself
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My Hex editor

● I want to inspect the bytes
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My Hex editor : old style: UB

● There just is no array of bytes, just an int
● The for loop gives the UB: dereference, and pointer arithmetic
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My Hex editor : correct way

● let’s also add a consteval → UB detector
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My Hex editor : Unfortunately

● Padding bytes :-(
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My Hex editor : Unfortunately
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__attribute__((packed))

● Non standard
● To avoid/remove padding
● Alignment will be broken ==> UB
● Can work but performance hit
● can crash
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__attribute__((packed))

● Let’s inspect the assembly at 
compiler explorer

● https://godbolt.org/z/66Yxrnvov
● arm 32 bit
● access1() way longer than 

access0()

https://godbolt.org/z/66Yxrnvov
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No copies
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No copies
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What about those horrible void* APIs

● Would this ancient relic finally have died ?
– No :-(
– Let’s look at a more or less modern library: opentelemetry
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Opentelemetry: poor API

● Register callback, which 
takes 2 arguments, the 
second being void*

● So no type safety, it can be 
anything

● Rules of the game:
– Stuff in what you want
– Cast the void* to the thing 

you stuffed in (and pray)
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Opentelemetry: poor API

● Let’s assume we have a class (MyClass) which owns such an 
observable instrument (mInstr) and wants to register a static 
member method as the callback (foo)
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The good news: works

● Why does it work ?
– There lives an object of type MyClass there

● Assuming we keep it correctly alive

– So the void* can be casted back to a pointer to the type of that 
object, since it lives there, we are not casting it to another type (so 
not int to float, but int* – void* - int*)



  79

Alternative type safe solution

● And one can bind whatever one wants into the std::function
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Conclusions

● There are many reasons why reinterpret_cast results in UB
● Stay up to date

– C++20: std::bit_cast, lifetime starting functions
– C++23: std::start_lifetime_as(_array)

● Start addressing your reinterpret_casts
● In case of old C-style casts, first get rid of those and replace 

them by the C++ dedicated casts
– How can we find those, hard to grep → see next slide



  81

Find C-style casts

● Turn them into a compiler warning
● GCC/Clang: -Wold-style-cast
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QUESTIONS
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There’s more ...

● std::launder
● Pointer provisioning
● Pointer-interconvertible
● Common initial sequence
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